WFLHD-299
(12/25)

Contractor’s Masterworks Delegation of Authority

FHWA Date Stamp

GENERAL INSTRUCTIONS: Contractors are expected to submit and prepare this form prior to the preconstruction conference unless otherwise directed
by the CO. Users will not be added to the project in Masterworks until this form has been submitted. New Masterworks accounts will not be created
until this form and the Masterworks-001 user account form have been approved. Please follow the login.gov instructions included on this form prior to
submitting Masterworks-001 for new account creation. Personnel should not be listed unless they will be using Masterworks in the role they are
assigned. The delegations below will remain in effect until written notification, a revised WFLHD-299 Form and a revised Masterworks-001 form have

been received.

Project Number, Project Name

Contract Number/Task Order Number

Signature

Mas::orlv:orks Role Description Name, Title Login.gov email Company
The Contractor may have
a primary and alternate
Construction | person delegated this
Contractor authority. This role
Manager includes all system rights
available to contractor
personnel.
The Contractor may
have a primary and
Construction | alternate person
Contractor QC | delegated this authority.
Manager This role includes all
system rights available to
contractor personnel.
The Contractor may have
one or more persons
delegated this authority
who are employees or
Construction | subcontractors. This role
Contractor is authorized to develop
Basic Contractor Daily Reports
(CDR) and submit Pay
Notes to the Project
Engineer on behalf of the
Contractor.
The Contractor may have
one or more persons
. delegated this authority
Construction
who are employees or
Contractor .
CDR Only §ubcontr?ctors. This role
is authorized to develop
Contractor Daily Reports
(CDR).
Submitted By
Name, Title Contractor Representative

FHWA Use Only

Approved By

FHWA Representative



https://highways.dot.gov/federal-lands/estimates/forms/masterworks-001.pdf
https://highways.dot.gov/federal-lands/estimates/forms/masterworks-001.pdf
https://highways.dot.gov/federal-lands/estimates/forms/masterworks-001.pdf

Module / Section CDRs Only Basic
Misc. Sections

Download files Yes Yes
Contract Details View View
Contract Calendar View View
Documents (Folder)

In Process No Access Full Access*
Configurations

Contractors No Access View

Key Contacts View View
Contract Items

Contract ltems View View
Progress Tracking

CDR/QCRs Create/Edit Create/Edit
Labor/Equipment Create/Edit Create/Edit
Work Activity Template Create/Edit Create/Edit
Billings & Payment

Item Posting No Access Create/Edit
Estimates (MOH/Retents) No Access No Access
Submittals

Submittals No Access View
Subcontract

Request for Sublet View View
Subcontractor Payment No Access No Access

*Full Access = Create/Edit/Delete/View

QC Manager

Yes

View

View

Full Access*

View

View

View

Create/Edit

Create/Edit

Create/Edit

Create/Edit

View

Full Access*

Create/Edit

Create/Edit

Manager

Yes

View

View

Full Access*

View

View

View

Create/Edit

Create/Edit

Create/Edit

Create/Edit

View

Full Access*

Create/Edit

Create/Edit




Login.gov Instructions
(Do this before filling out the user request form)
Part 1
LOGIN.gov Instructions

1. Browseto
https://fhwal.masterworkslive.com/
Accept the Rules of Behavior.

Rules of Behavior

As an external privileged user for DOT information system, you are required to follow specific Rules of Behavior when
interacting with this system.

You must conduct only authorized DOT information system -related business while logged into the administrative functional
area assigned to you

You must ensure your level of access to components and networks owned by DOT information system is limited to ensure
your access is no more than necessary to perform your legitimate tasks and assigned duties. If you believe you are being
granted access that you should not have, you must immediately notify to the DOT's Security Operations Center (SOC), 1-
866-580-1852, Option 1 or email RepartCyber@dotgov immediately.

You must maintain the confidentiality of your authentication credentials such as any passwords or passcodes granted to
you. Do not reveal your authentication credentials to anyone; a DOT information system employee should never ask you to
reveal them.

You must follow proper lagon/logoff procedures. You must manually login to your session: do not store your password

locally on your system or utiize any automated logon capabilities. You must promptly logout when session access is no
longer nesded. If a logout function is unavailable, you must close your browser. Never leave your computer unattended

while logged into the DOT information system.

You must report suspected or identified cybersecurity and/or privacy incidents including unauthorized disclosures of DOT
information or access to 2 DOT information system, as well a5 anti-virus, antispyware, firewall or intrusion detection software
errors, or significant alert messages (security and privacy) to DOT's Security Operations Center (SOC), 1-866-580-1852,
Option 1 or email ReportCyber@dot gov immediately.

You must not establish any unautharized interfaces between systems, networks, and applications owned by DOT informatin
system, You must immediately report any potential misconfigurations,

You must acknowledge that your access to systems and networks owned by DOT information system is governed by, and
subject o, all federal laws, including, but not limited to, the Privacy Act, 5 US.C. 552a, if the DOT information system
maintains individual Privacy Act information. Your access to DOT information system constitutes your consent to the
retrieval and disclosure of the information within the scope of your authorized access, subject to the Privacy Act, and
applicable state and federal laws.

You must safeguard all resources for which you are responsible against waste, loss, abuse, unauthorized users, and
misappropriation. Thus ensure the confidentiality, integrity, availability and security of all system components
commensurate with the DOT information system requirements for storing, processing, and transmitting all federal data.

Commensurate security protocols are followed at l times.

2. Click ‘Sign in with OKTA’ at bottom (User Name & Password will not work in
Production environment). Yes even if you are non-government user.

U.S. Depariment of Transportation
" Federal Highway

Administration

U
; Ryanl tructionContractorMgr

New Federal Lands System Bidder Forgot Password?

OR

Sign in with OKTA
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3. Click ‘Sign in with LOGIN.GOV".
5. Depariment of Transporiofion
e Federal Highway
Administration

Signin

Sign in with € FAA MyAccess

Sign in with ) LOGIN.GOV

|I
o
i

4. Create/use a Login.gov account with your work e-mail. Fill out all personal
information (First and Last name, etc.).
goT

Test FHWA Applications Portal is using
Login.gov to allow you to sign in to your
account safely and securely.

) (&=

Test FHWA Applications Portal is using Create an account for new users
Login.gov to allow you to sign in to your
account safely and securely.

Create an account Selec‘ty?ur gmall langu?ge preffrence i i
You will receive emails from Login gov in the language you

choose

Enter your email address

. . . . O English (default)
Sign in for existing users
O Espanol
Email address O Francais

O =5z (@)

[ I read and accept the Login.zov Rules of Use 3

Cancel

Submit Security Practices and Privacy Act Statement 5

Privacy Act Statement &

Password

O Show password

Sign in with your government employee 1D
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5. Login using your LOGIN.GOV account. Once you get to this screen we will be able to
assign you to the application.

W Campopteard 0! Soragoromon.
Federal Highway
Administration

User is not assigned to this
application.

Back to sign in

Part 2

6. Browse to https://apps.fhwa.dot.gov/ and log in. You may get a screen that looks like
this.

U3 Deparimert o Tarsparioson
e Federal Highway
Administration

%

Verify with your phone

(® ryan.denham@dot.gov

Send a code via SMS 1o +1 XXX-XXX-8503

Carrier messaging charges may apply

Receive a code via SMS

Back to sign in

7. Select your name at the top right corner and select settings. This is very



https://apps.fhwa.dot.gov/

8. Select Edit to the right of Personal Information and confirm or edit First and Last

Master Works will be login.gov. It will be sent back and will delay your access to

Master Works.

- -
v Security Methods .

First name johﬂ _ Recen! Activity
Last name fp— i
- Smith Otta Verily

Phaor 1=
Sxcarsiury sl I
Mok
s e Sessons

i

& Display Language Eetm

9. Continue with the filling out MW-001 form.
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